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General Information

What is al khaliji France Mobile Banking?
al khaliji France Mobile Banking is the Mobile Banking service from al khaliji France S.A UAE. It provides you

with safe and secure access to your accounts 24 hours a day, 7 days a week, anytime and anywhere you
want via an App on your Smartphone. You can view your account balances, transfer funds and much more.

Which of my accounts can | access via al khaliji France Mobile Banking?

You can access all your personal, current, savings, deposit accounts, loans and credit card information.

How much does Mobile Banking cost?
Access to al khaliji France Mobile Banking is free of charge but your service provider may

charge for data usage, so please check with your service provider for details. Also normal
account charges and fund transfers will apply.

Who can access this service?

All al khaliji France customers upon successful registration either through mobile app or Internet Banking.
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Security

How secure is al khaliji France Mobile Banking? Is my financial information safe online?

Security was the no.1 consideration for us when designing our Mobile Banking. We are committed

to safeguarding the privacy of your information and our aim is to have the safest Mobile Banking in
the industry. We have put in place a number of measures to ensure that your Mobile Banking is safe
and secure. Our Mobile Banking and Internet Banking systems is reviewed by external auditors who
conducted rigorous assessments covering areas such as ethical hacking, penetration tests and code
security to ensure our Mobile Banking is as secure as possible. We are committed to constantly
enhancing all security aspects.

For more information on the security please read our Privacy and Security Statement:

Are there any requirements or limitations for log-in credentials?

— Username — must be 6-50 characters long and can be alphanumeric (but no special
characters or spaces)

— Password — must be minimum of 8 characters long and should contain at least one number
and one special character

How do I keep my Mobile Banking safe?

— Never write down or reveal your login details or password

— Don’t save your banking password on your mobile

— Keep you mobile device password protected

— Frequently change you banking password

— Avoid accessing banking information from un-trusted wireless network

What is a One Time Password (OTP)?

A one-time password (OTP) is a password that is valid for only one login session or transaction. OTPs
avoid a number of shortcomings that are associated with traditional (static) passwords. The most
important shortcoming that is addressed by OTPs is that, in contrast to static passwords, they are not
vulnerable to replay attacks. This means that, if a potential intruder manages to record an OTP that
has already been used to log into a service, they will not be able to abuse it since it will be no longer
valid. Our OTP generation uses complex algorithms that make use of randomness for enhanced
security. An OTP will be sent to you for Log-in and adding any beneficiaries.

What is CAPTCHA?

CAPTCHA is a program that uses simple tests that a human can pass but that a computer
program cannot to protect your internet banking account against computer program attacks.
CAPTCHA must be entered in English at all times, even when on Arabic interface.
What is a Security Socket Layer (SSL)

SSL is a encryption technology which is used to protect the confidentiality of your banking

and personal information between your mobile device and bank’s system, SSL ensures that
all communication between your mobile device and our mobile banking system remains secure
from exposure or compromise by an intruder.

What if | suspect that my security details have become known to someone else? Or that there is
a suspicious transaction on my account?

You should inform us immediately if you suspect that your security details have become known to
someone else or if there is any suspicious activity on your account. You can contact our 24/7 Contact
Centre on 800 54 2 5454,
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How to get started

Just two easy steps are required to get al khaliji France Mobile Banking:

1. Download the appropriate App for your phone

2. If you've previously registered in Internet Banking and currently have a user-name
and a password you can Log-In instantly to alkhaliji France Mobile Banking. Else,

You can register directly through the mobile application or Internet Banking.

For more details on both these steps please read the next sections.

How do I register?
Registering for al khaliji France Mobile Banking is simple and easy (as long as you already have any kind

of account with al khaliji France S.A). You can register either through Mobile Banking or Internet Banking.
If you have already registered for Internet Banking, just download the correct App for your phone.

To register for Internet Banking, you will need:
— An al khaliji France S.A UAE 6 digit customer account number

— Date of birth (in dd/mm/yyyy format)
— UAE mobile phone(in 14 digit format for Eg.00971501234567

All the above registration details must be the same as you have already registered with al khaliji France
S.A. If you are in doubt, or if you do not have all your details registered with us please call the Contact
Centre on 800 54 2 5454.

How do I get the right App for my phone?

You can get the App by doing the following:
— Go directly to the App store for your phone and search for al khaliji

Please note that the user ID and password for both Internet Banking and Mobile Banking are the same.
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How to get started comines

What happens if | forget my password or enter an incorrect password?

If you forget your password, follow the link from the al khaliji France Mobile Banking login screen and
a one-time password (OTP) will be sent to your mobile. You will then be prompted to enter a new
password. Please note that this will also change your Internet Banking password.

If you enter your password incorrectly a number of times, we will disable your access. This is to stop
unauthorised access to your account. The correct personal password is the only way to get access.

What happens if | change my phone or mobile number?

If you change your mobile number you just need to contact us to advise us of your new number
SO can be registered in our systems.

If you have changed your phone then you will need to download the appropriate App for your new

phone. If you have also changed your phone number please remember to register a request to
change it on al khaliji France Internet Banking.
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Can | view all my latest transaction activities?

Yes. You can view details of any transaction activities for your current ,savings and loan accounts. At
present there is a restriction that you can view only the current year and previous year transactions.
For credit cards you can view your transactions by viewing your previous statements in PDF.

What other account services are available online?
There are many services available online, including:

Accounts and deposits:
- View a summary of all your accounts and view details of each one individually
- View account transaction history
- View deposits and deposit details

Loans:
- View a summary of your loans and view details of each one individually

- View your loan schedule and loan transaction history

Credit cards:
- View credit cards and credit card details
- View credit card transaction history in real-time
- Make credit card payments real-time

Account transfers:
- Create and manage beneficiaries
- Execute transfers between accounts and to registered beneficiaries (both local and international)

07
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Can | transfer funds between my accounts?

Yes. You can instantly transfer funds between your al khaliji France current and savings accounts.

Please note that all transfers involving foreign exchange will be converted using the al khaliji France rate ruling
at the time the transfer is processed. The actual amount debited from your account differ from the indicative
amount shown when you initiated the transfer.

Can | transfer funds to my accounts in other banks or make international transfers?

Yes. In addition to transfers between your own al khaliji France accounts, you can also transfer to other
accounts within al khaliji France, to accounts within UAE and internationally.

Please note the following cut off times for transfers received on working days below:

- Transfers in AED between your own accounts and internally within al khaliji France have no cut off times.
- Cross currency internal transfers captured before 1 pm will be processed the same day.
- Local AED transfers in UAEreceived before 12midday will be processed same day.
Transfers received after 12 midday will have a value date of the next working day.
- GCC transfers received before 12 midday will be processed the same day.
- International transfers received before 12 midday will be processed the same day.

Any transfer requests received after these cut-off times or on non-working days will be processed on
the next working day.

Can | transfer money to a new beneficiary?

Yes. In order to transfer money to a new beneficiary you will need to first create a beneficiary using
the ‘Manage Beneficiaries’ option.

Why can | not transfer money to a new beneficiary immediately?

Once a beneficiary is created, it needs to be activated for security reasons, but once activated you will
be able to make transfers to this beneficiary anytime. So after creating the new beneficiary you will
receive an OTP to activate your beneficiary.

How much can | transfer?

AED 50,000, or equivalent in foreign currency, is the maximum daily transfer limit for combined Internet
or Mobile Banking for transferring to any 3rd party i.e. not transferring between your own accounts in
al khaliji France S.A.UAE).
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Technology Requirements

Do I need any specific technology?

Our Mobile Banking is designed for Smartphones and at present we have a specific App for iPhone,
Windows and BlackBerry handsets. If you don’t have one of these phones, you can use our SMS
Banking which works with all handsets. To find out more please call our Contact Centre on 800 54 2
5454

How can | ensure my operating system will work with al khaliji France Mobile Banking?

Our Mobile Banking is designed for use with iPhone, Android, Windows and Blackberry phones.
here are the supported operating systems:

iOS 6 and above

Android 2.2 and above
BlackBerry 6

BlackBerry 10.1 and above
Windows Phone 8 and above.

In order to avoid any mobile problems and ensure secure sessions, we recommend you upgrade to
the latest version of your phone’s operating systems.

Are both Arabic and English supported?

Yes, both are available and you can swap between either by selecting the language button at the
country selection screen.

My phone allows me to save my username and password so | don’t have to type it in again for
each Mobile Banking session. Is this safe?

We recommend that you never save your Mobile Banking username & password on your phone.
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